Service Line

Security Portfolio Security Domain

Services

Multi-factor Authentication (MFA)

Identity Governance & Administration (IGA)

Identity & Access Management

Single Sign-On (SSO)

Privilege Access Management (PAM) / PIM

Directory Services

Next Generation Firewalls

Boundary Protection

Intrution Detection and Prevention Systems
(IDS/IPS)

Web Filtering

Network Security

DDoS Protection

Remote Access

Network Access Control (NAC)

Network Anti-Malware

SSL Decryption

Endpoint Threat Protection

Endpoint Protection / Device

Device Authentication.

Security

Endpoint Detection and Response.

File Integrity Monitoring

Endpoint Encryption

Database Encryption

Data Protection

Public Key Management

Data Loss Prevention

Secure Software Development Lifecycle (SSDLC)

Web Application Firewalls (WAF)

Application whitelisting.

Application Security

Application vulnerability scanning.

Code Analysis

Application Security Testing

Facility Security

Surveillance

Physical Security

Visitor Management

Access Controls

Identity & Access Management.

Cloud Access Security Broker (CASB)

Cloud Security

Network Security

Device Security

Application Security

Data Security.

Security Incidents and Events Management
(SIEM)

Security Monitoring

User behavior and analytics (UBA)

Threat Intelligence

Security Automation and Response (SOAR)

Vulnerability Assessment.

Threat and Vulnerability

Vulnerability Scanning.

Management

Asset Management.

Threat Hunting.

PurpleTeam Exercise

Incident Response

Disaster Recovery

Recovery planing.

Network Pentesting.

Web App Pentesting

Offensive Security

Security Awareness Testing.

Bug Bounty.

Evaluations

Countermeasures and Planning

Remediation

Compliance Reviews.

Compliance Implementation.

Policies Reviews

Policy planing

Policy implementation

Documentaion

Security Awareness Program

Security Training

Security Specialist Training

Application Training




