
Service Line Security Portfolio Security Domain Services
En

gi
ne

er
in

g 
an

d 
A

rc
hi

te
ct

ur
e

C
on

su
lti

ng

Se
cu

rit
y 

O
pe

ra
tio

ns

D
ef

en
se

Identity & Access Management

Multi-factor Authentication (MFA)
Identity Governance & Administration (IGA)
Single Sign-On (SSO)
Privilege Access Management (PAM) / PIM 
Directory Services

Network Security

Next Generation Firewalls
Boundary Protection
Intrution Detection and Prevention Systems 
(IDS/IPS)
Web Filtering
DDoS Protection
Remote Access
Network Access Control (NAC)
Network Anti-Malware
SSL Decryption

Endpoint Protection / Device 
Security

Endpoint Threat Protection
Device Authentication.
Endpoint Detection and Response.
File Integrity Monitoring

Data Protection

Endpoint Encryption
Database Encryption
Public Key Management
Data Loss Prevention

Application Security

Secure Software Development Lifecycle (SSDLC)
Web Application Firewalls (WAF)
Application whitelisting.
Application vulnerability scanning.
Code Analysis
Application Security Testing
Facility Security 

Physical Security
Surveillance
Visitor Management
Access Controls

Cloud Security

Identity & Access Management.
Cloud Access Security Broker (CASB)
Network Security
Device Security
Application Security
Data Security.
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Security Monitoring

Security Incidents and Events Management 
(SIEM)
User behavior and analytics (UBA)
Threat Intelligence
Security Automation and Response (SOAR)

Threat and Vulnerability 
Management

Vulnerability Assessment.
Vulnerability Scanning.
Asset Management.
Threat Hunting.

Incident Response
PurpleTeam Exercise
Disaster Recovery
Recovery planing.
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Offensive Security

Network Pentesting.
Web App Pentesting

Security Awareness Testing.

Bug Bounty.
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Evaluations
Countermeasures and Planning
Remediation

Security Compliance
Compliance Reviews.
Compliance Implementation.

Security Governance 

Policies Reviews
Policy planing
Policy implementation
Documentaion
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Security Training

Security Awareness Program

Security Specialist Training

Application Training


